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Present Positions:

Director, The Citizen Lab (http://www.citizenlab.org/),

The Munk Centre for International Studies, University of Toronto,
1 Devonshire Place, Toronto, Ontario, M5S-3K7.

Phone: (416) 946-8916; Fax: (416) 946-8915;

email: r.deibert@utoronto.ca

Associate Professor, Department of Political Science, University of Toronto

Director, Collaborative M.A. in International Relations (MAIR), Munk Centre for
International
Studies, University of Toronto

Date of Birth: September 25, 1964
Citizenship: Canadian

Education

Ph.D., Political Science, University of British Columbia, 1995
M.A., Political Studies, Queen's University, 1990

B.A., International Relations, University of British Columbia, 1988

Publications

¥ Books

Access Denied: The Practice and Policy of Internet Filtering, (forthcoming: MIT
Press, 2007). Co-editor, with John Palfrey, Rafal Rohozinski, and Jonathan

Zittrain.

Parchment, Printing, and Hypermedia: Communication in World Order
Transformation, (New York: Columbia University Press, 1997).



* Refereed journal articles

eep Probe: The Evolution of Network Intelligence,Ointelligence and National
Security, (Volume 17, No 1, 2004).

@lack Code: Censorship, Surveillance, and Militarization of Cyberspace,O
Millennium: Journal of International Studies, (Vol. 32, No. 3, 2003)

(acking Networks of Terror,Owith Janice Stein. Dialog-10, (Spring 2002), pp. 1-
14.

Mark Guests and Great Firewalls: Chinese Internet Security Policy,QJournal of
Social Issues, (2001) 58, 1: 143-158.

Onternational Plug n! Play? Citizen Activism, the Internet, and Global Public
Policy,Ointernational Studies Perspectives, (Vol. 1, No. 3, 2000), pp. 255-272.

"Harold Innis and the Empire of Speed," Review of International Studies, (Vol. 25,
No. 2, April 1999).

"Virtual Resources: International Relations Research on the Internet,”
International Organization 52, 1 (Winter 1998), pp. 221-221.

"Exorcismus Theoriae: Pragmatism, Metaphors and the Return of the Medieval in
IR Theory," European Journal of International Relations, (Vol. 3, No. 2, June
1997): 167-192.

aypographica: the medium and the medieval to modern transformation,OReview
of International Studies 22 (January 1996), pp. 29-56.

- Edited book chapters

@lack Code Redux,Oforthcoming in Megan Boler, ed. Tactics in Hard Times,
(MIT Press, 2008).

Onternet Securitization: Enclosure and Resistance Networks on the Internet,0
(with Rafal Rohozinski), forthcoming in Miles Kahler and Kathryn Sikkink, (eds)
Political Networks.

@ood for Liberty, Bad for Security? Internet Securitization and Global Civil
Society,Q(with Rafal Rohozinski), forthcoming in Access Denied: The Practice
and Policy of Internet Filtering, eds. Deibert et al. (MIT Press, 2007).



@rirewalls and Power: An Overview of Global State Censorship of the Internet,O
with Nart Villeneuve, in Klang, M. & Murray, A., (eds) Human Rights in the Digital
Age, (Cavendish Publishing London 2004).

Gocial and Electronic Networks in the War on Terror,Owith Janice Gross Stein, in
Robert Latham, (ed.) Bombs and Bandwidth: The Emerging Relationship
between IT and Security, ONew York: Free Press, 2003).

Qnfettered Observation: The Politics of Earth Monitoring From Space,Oin Harry
Lambright, (ed.) Space Policy for the 21st Century, (NY: Johns Hopkins
University Press, 2003).

"Hyper-Realities of World Politics: Theorizing the Communications Revolution," in
Evan Potter, (ed.) Cyber-Diplomacy: Managing Foreign Policy in the 21st
Century, (McGill-Queen's University Press,

2003).

@ivil Society Activism on the World Wide Web: the Case of the anti-MAI Lobby,0
in David R. Cameron and Janice G. Stein, (eds.) Street Protests and Fantasy
Parks: Globalization, Culture and the ]State, (Toronto: UBC Press, 2003).

O he Politics of Internet Design: Securing the Foundations for Global Civil Society
Networks,Qin Stephen Coleman, (ed.) The E-Connected World: Its Social and
Political Implications, (McGill University Press, 2003).

ircuits of Power: Security in the Internet Environment,On J.P. Singh and James
N. Rosenau, (eds.) Information Technologies and Global Politics: the Changing
Scope of Power and Governance, (NY: Suny Press, 2002), pp. 115-142.

Mleo-Medievalism,On R. J. Barry Jones, (ed), Routledge Encyclopedia of
International Political Economy, June 2001.

"Network Power," Richard Stubbs and Geoffrey Underhill, (eds.) Political
Economy and the Changing Global Order, 2nd edition. (New York: Oxford
University Press, 1999).

@ut of Focus: U.S. Military Satellites and Environmental Rescue,On Daniel H.
Deudney and Richard Matthew, (eds.) Contested Grounds: Conflict and Security
in the New Environmental Politics, (New York: SUNY Press, 1999).

"Altered Worlds: Social Forces in the Hypermedia Environment," in Leslie Pal and
Cynthia Alexander, (eds.), Digital Democracy: Politics and Policy in the Wired
World, (New York: Oxford University Press, 1998).



"Psychological Biases in Counterfactual Thought Experiments,” (co-authored with
James M. Olson and Neal J. Roese) in Philip E. Tetlock and Aaron Belkin,
Counterfactual Thought Experiments in World Politics, (Princeton: Princeton
University Press, 1996), pp. 296-300.

- OpenNet Initiative Reports

OpenNet Initiative, Internet Filtering in Yemen in 2004-2005: A Country Study (38
pages). (2006) Co-Principal Investigator

OpenNet Initiative, Internet Filtering in Tunisia in 2005: A Country Study (26
pages). (2006) Co-Principal Investigator.

OpenNet Initiative, Internet Filtering in Burma, 2005: A Country Study (25 pages).
(2006) Co-Principal Investigator.

OpenNet Initiative, Internet Filtering in Singapore, 2004-2005: A Country Study
(22 pages). (2005) Co-Principal Investigator.

OpenNet Initiative, Internet Filtering in Iran, 2004-2005: A Country Study (29
pages). (2005) Co-Principal Investigator.

OpenNet Initiative, Internet Filtering in China 2004-2005: A Country Study (59
pages). (2005) Co-Principal Investigator.

OpenNet Initiative, Internet Filtering in Bahrain in 2004-2005: A Country Study
(19 pages). (2005) Co-Principal Investigator.

OpenNet Initiative, Internet Filtering in United Arab Emirates in 2004-2005: A
Country Study (35 pages). (2005) Co-Principal Investigator.

OpenNet Initiative, Internet Filtering in Saudi Arabia in 2004-2005: A Country
Study (47 pages). (2005) Co-Principal Investigator.

OpenNet Initiative Bulletins (001-006)

All available online at http://www.opennetinitiative.net/

- Government Reports

E-Democracy: Current Trends and Future Prospects. A Report to the Panel on
the Role of Government, Ontario, (May 2003), 44 pages.
http://www.law-lib.utoronto.ca/investing/reports/rp19.pdf



Security in the Internet Environment: Issues for Canadian Foreign Policy,
(Ottawa: Canadian Centre for Foreign Policy Development, 1998).

ISMA Re-Appraised: The Politics of Multilateral Satellite Reconnaissance,
Ottawa: Arms Control and Disarmament Division, Foreign Affairs and
International Trade, Canada, 1994)

Satellite Reconnaissance for Multilateral Verification: Nuclear Non-Proliferation
Treaty, Nuclear Test Ban, and Chemical Weapons Convention, (Ottawa: Arms
Control and Disarmament Division, Foreign Affairs and International Trade,
Canada, 1993).

- Book Reviews

Review of Post-Realism: The Rhetorical Turn in International Relations, (Edited
by Francis Beer and Robert Hariman) in American Political Science Review,
(Vol. 92, No. 3, September 1998), pp. 742 - 743.

Review of Critical Security Studies, (Edited by Keith Krause and Michael
Williams) in International Journal, (Spring 1998), pp. 375-376.

Review of The Global Political Economy of Communications, (Edited by Edward
Comor), in International Journal, (Autumn 1997), pp. 384-385.

Software Research and Development

Director and Principal Investigator of the psiphon censorship circumvention tool.
Released publicly as a free, open source software tool on December 1, 2006.
Current number of downloads (as of Feb 2006): 80,000

¥ Media

Newspapers, Magazines, and Internet News Coverage: New York Times, Wall
Street Journal, Weekly Standard, Chicago Tribune, Die Zeit, CNET, BBC, New
Scientist, Slashdot, Wired, Le Monde, Atlantic Monthly, Times of London,
International Herald Tribune, Globe and Mail, Toronto Star, Toronto Sun, Now
Magazine, Macleans

Television commentary: CTV, CBC, TVO, CFTA, FOX News, ROB Television,
CNN International, Al Jazeera.

Radio commentary: CBC, CKNW, BBC, NPR, American Public Radio, VOA, BBC
Persian, BBC



Producer (with Mike Downie), six-part television documentary series, Activist TV,
Fall 2001 on TVO.

Producer (with Mike Downie), four-part television documentary series, Into
America, Fall 2002 on TVOntario.

Producer, (with Mike Downie), three-part television documentary series,
Hacktivista, Fall 2003 on TVOntario

¥ Working Papers/Non-Refereed Journal Articles/Other

(he Geopolitics of Asian Cyberspace,OFar Eastern Economic Review,
(December 2006).

@lack Code: Censorship, Surveillance, ad the Militarization of Cyberspace,Gin
Kyle Grason and Cristina Masters, (eds.) Theory in Practice: Critical Reflections
on Global Policy. (Centre for International and Security Studies, York University,
Toronto, Ontario, 2003).

(he Internet: Collateral Damage?0Globe and Mail, (January 1, 2003).
@\cademics Should Tune In,0Globe and Mail, (August 6, 2002)

QVars of the Wide-Area Networks.OinfoTechWarPeace 9.11
http://www.watsoninstitute.org/infopeace/911/deibert_wide.html (Date accessed:
March 8, 2002)

"The Empire of Speed" The Bulletin, (University of Toronto) (May 4, 1998), p. 12.

"Virtual Resources: An International Relations Research Guide to the Internet,”
Institute of International Relations, University of British Columbia Working Paper
No. 13, April 1997.

"Enclosed Encounters: The Politics of Planetary Surveillance," in Andrew
Latham, (ed.) Cyberspace and Outer Space: Transitional Challenges for
Multilateral Verification, (Toronto: Centre for International and Strategic Studies,
York University, 1997).

@&rom Deep Black to Green? De-Mystifying Military Monitoring of the
Environment,OEnvironmental Change and Security Report, (Issue 2, Spring
1996), pp. 28-32.



¥ Awards

Macleans Magazine, Honour Roll, 2006 B Nominated one of 39 Canadians who
have helped to make the world a better place.

Ford Foundation/SSRC Research Scholar of Information and Communication
Technologies, 2002-2004.

Jacques Ellul Award for Media Activism, Media Ecology Association, 2003.

Northrop Frye Distinguished Teaching and Research Award, University of
Toronto, 2001-2002.

Faculty of Arts and Sciences Outstanding Teaching Award, University of Toronto,
2001-2002.

Donald McGannon Award for Social and Ethical Relevance in Communication
Policy Research, Fordham University, (designated GinalistOfor the book
Parchment, Printing and Hypermedia: Communication in World Order
Transformation), 1998.

¥ Grants and Fellowships

@penNet Initiative-Asia,02006-2007, Canadian, International Development
Research Centre.

M@penNet Initiative 11G2006-2010, John D. and Catherine T McArthur Foundation,
Berkman Centre for Internet & Society, Harvard Law School, Cambridge
University, Uk, Oxford Internet Institute.

(This grant is being administered by the Berkman Centre on behalf of the ONI
partners).

@iviSecO2006-2007, Open Society Institute.

M@penNet Initiative,QJanuary 2004-May 2006, Soros Foundation!s Open Society
Institute, Harvard Law School, Cambridge University, UK. Along with Jonathan
Zittrain of Harvard Law School and Rafal Rohozinski of University of Cambridge, |
am one of the principal investigators.

@lobal Internet Censorship Map,O2004-2006, Canadian, International
Development Research Centre.



@iviblog Project,02002 -2004, $25,000 Canadian, Walter and Duncan Gordon
Foundation, 2004-2005. Open Society Institute, Seed Grant for Open Net
Initiative Proposal, 2003. Ford Foundation/SSRC Information and Communication
Technologies Research Grant.

Social Sciences and Humanities Research Council of Canada research grant for
2001-2004, Quiberal Networks? Internet Regulation and State Control.O

Information Technology Courseware Development Fund (ITDCF), "Digital Video
Shorts for Pol. 108," 2000.

Migital Cash, Offshore Finances, and Internet Commerce.OResearch grant
provided by the Canadian Centre for Foreign Policy Development, 1999-2000.

Social Sciences and Humanities Research Council of Canada/Project on Trends,
for project "Civil Society Activism on the Web: the MAI Case," 1998.

Information Technology Courseware Development Fund (ITDCF), "Multimedia
LectureProjections and Web Support,” 1998.

Social Sciences and Humanities Research Council of Canada research award,
for project "The Internet and the Transformation of World Political Order, 1997-
2000.

Connaught New Staff Matching Grant, University of Toronto, for project
"Networks, Boundaries, and Identities," 1997-1999.

Connaught Fund Award, University of Toronto, 1996-1997.

Social Sciences and Humanities Research Council of Canada post-doctoral
award, 1996-1997 (declined).

Social Sciences and Humanities Research Council of Canada doctoral award,
1993-1994

Canadian Department of National Defence/Military and Strategic Studies doctoral
award, 1992-1994.

Barton Award for International Peace and Security Doctoral Scholarship, 1993
(declined).

Queen's Graduate Award, 1989.



¥ Professional Activities

Organizing Committee for Open Source and Free Software Conference, May 9-
11, KMDI, University of Toronto

Advisory Board, Human Rights in China; Security and Privacy Action Network,
(Open Society Institute); Advanced Network Research Group (Cambridge
University, UK); InfoTechWarPeace (Watson Institute for International Studies,
Brown University), and TVOntario Educational Programming.

Private Consultant, to Intelligence Assessment Secretariat of the Privy Council
Office of Canada. 1999, 2000.

Private Consultant, to Columbia International Affairs Online, Columbia University
Press, 1999 and 2004.

Private Consultant, to Canadian Department of Foreign Affairs and International
Trade, on projects relating to Internet security, information and communications
policies, and satellite reconnaissance, 1992-1999.

External Referee, for journal articles: Review of International Studies, World
Politics, Global Governance, International Studies Quarterly, European Journal
of International Relations; Millennium, Perspectives on Politics, and for book
manuscripts: Columbia University Press, MacMillan Press, Nelson Canada
Press, Cambridge University Press, University of Toronto Press, and Oxford
University Press.

Professional Membership in the International Studies Association and Media
Ecology Association.

Editorial Boards: Explorations in Media Ecology, Astropolitics, Fast Capitalism,
and Journal of Environmental Peace.

Advisory Board Memberships: Human Rights in China, Advanced Network
Research Group (University of Cambridge, UK), InfoTechWarPeace (Watson
Institute for International Studies, Brown University).

¥ Teaching Experience

Pol. 108, Global Networks (formerly Networks, Nations, and Global Politics),
Department of Political Science, University of Toronto, 1997-present.

PolA83H, Exploring Globalization (Scarborough), 2003-2004, 2004-2005.



PolA84H, Globalization and Governance (Scarborough), 2003-2004, 2004-2005.

Pol. 208, Introduction to International Relations, Department of Political Science,
University of Toronto, 1996-1997, 1997-1998.

Pol. 437, The Politics of Planetary Networks/The Changing World Order,
Department of Political Science, University of Toronto, 1996-2002.

Pol. 362, Great Powers and World Politics, Department of Political Science,
University of British Columbia, 1995.

Pol. 2200, Theories of International Relations, Department of Political Science,
University of Toronto, 1999-2002.

JHP 2230, History and Philosophy of International Relations (MAIR Programme),
2004-2005.

Pol. 2240, The Geopolitics of Information and Communication Technologies,
2007.

¥ Research Supervision

@rom Global Village to Global War on Terror: Metaphorical Reinscription and
Global Internet Governance,ONisha Shah, Ph.D. Candidate, Department of
Political Science, University of Toronto, (primary supervisor), in progress.

M@pen Networking in Central America,OKatherine Reilly, Ph.D. Candidate,
Department of Political Science, (primary supervisor), in progress.

(Ethnic Minority Media in Southeastern Europe,Olgor Valentovich, Ph.D.
Candidate, Department of Political Science, University of Toronto, (committee
member), in progress.

O he Role of Scientists in the Environmental Movement,OAnita Krajnc,
(committee member), Completed May 07, 2001.

(Xurdish Nationalist Movements,ODavid Romano, (committee member),
Completed February 15th, 2002.

"Moral Authority as a Power Resource." Jenna Sindle, Ph.D. dissertation,

Department of Political Science, University of Toronto, (committee member),
Completed, September 2000.

10



Trish McMahon, Department of History, University of Toronto, (committee
member), Completed October 1999.

External Examiner, Elizabeth Philapose, Ph.D. Dissertation, Department of
Political Science, York University, March 5, 1999.

"Prometheus Wired: The Hope For Democracy in the Age of Network
Technology," Darin David Barney, Department of Political Science, University of
Toronto, (committee member), completed October 1998.

O’ he Health of Nations.OAndrew Price-Smith, Ph.D., Department of Political
Science, University of Toronto (committee member), completed 1998.

"The Global Environmental Regime: The Compromise of Liberal
Environmentalism." Steven Bernstein, Ph.D., Department of Political Science,
University of Toronto (committee member), completed 1997.

"The Evolution of International Rules." Tamara Kronis, Ph.D. Candidate,
Department of Political Science, University of Toronto (committee member), in
progress.

Sarah Pash, Department of Political Science, University of Toronto, (committee
member), in progress.

¥ University and Department Service

Faculty Associate, Knowledge Media Design Institute (KMDI), 2005-present.

University Collegels Peace and Conflict Studies Undergraduate Programme,
Director Search Committee 2006.

Director, Collaborative M.A. in International Relations (MAIR), Munk Centre for
International Studies, University of Toronto, 2003-present.

UTSC International Political Economy (IPE) search committee, 2004.

M.A. Coordinator, Department of Political Science, University of Toronto, 1998-
2001.

Provost!s Task Force on Academic Computing and New Media, Committee
Member, University of Toronto, 1999-2000. Final Report online at:
http://www.utoronto.ca/provost/tfacnm/report.htm

11



Strategic Planning Committee, Department of Political Science, 1998-2001.

Planning and Priorities Committee, Department of Political Science, University of
Toronto, 1998-2001.

Graduate Affairs Committee, Department of Political Science, University of
Toronto, 1998-2001.

Information Technology Committee, Department of Political Science, University of
Toronto, 1996-present.

Speaker Series, Department of Political Science, University of Toronto, co-
organizer, 1997-1998.

¥ Conference Presentations and Invited Lectures (2002-2007)

Gecuring Human Rights Online,OBerkman Center for Internet & Society, Harvard
Law School, February 5, 2007.

Lunch Keynote Speaker, 7th Annual Privacy and Security Workshop & 14th
CACR Information Security Workshop, November 2006, The Faculty Club,
University of Toronto. Hosted jointly by the Centre for Innovation Law and Policy
(University of Toronto) and the Center for Applied Cryptograhic Research
(University of Waterloo).

United Nations Internet Governance Forum, Greedom of ExpressionQpanel,
Athens Greece, October 31 2006.

Centre for Media and Culture Education, Ontario Institue for Studies in Education,
Friday, January 20, 2006. @oming in From the Code.O

Keynote Speaker, 6th Annual Privacy and Security Workshop & 14th CACR
Information Security Workshop, November 3-5, 2005, The Faculty Club,
University of Toronto. Hosted jointly by the Centre for Innovation Law and Policy
(University of Toronto) and the Center for Applied Cryptograhic Research
(University of Waterloo).

Privacy and Security: Seeking the Middle Path.The 5th Annual Privacy and

Security Workshop & 13th CACR Information Security Workshop, Onterrogating
the Internet: A Research Agenda,O(Address to Speakers), October 27th, 2004.

12



Canadian Journalists for Free Expression/IFEX and World Press Photo 04 panel
on Censoring the Internet: How the Digital Revolution is Being Curbed, Onternet
Censorship and Surveillance,OToronto, Ontario, October 13, 2004

Power and Pathologies of Networks, Watson Institute for International Studies,
Brown University, Anterrogating Electronic Networks: A Research Agenda,O
September 10 and 11, 2004.

IT Governance and the Politics of Civil Society, Geneva, Social Science
Research Council, December 13-14, 2003. Expert Discussant.

Political Networks Workshop, November 21-22, 2003, University of California-
San Diego, ®robing the Electronic Foundations of Networks,O

International Relations in the Digital Age, October 18, 2003, London School of
Economics, @lack Code: Censorship, Surveillance and Militarization of
Cyberspace.O

Onterrogating Networks: The Research Agenda,OCambridge Security Seminar
Programme, July 30th and 31st, 2003, Queen!s College, University of
Cambridge, UK.

Ohe Right to Communicate,QJuly 10th, 2003, Towards an Open Information
Society, United Nations Development Program/IDRC Global Meeting on ICT for
Development, Ottawa, Canada.

(acktivism and World Politics,OApril 2nd, 2003, Copenhagen, Denmark,
MODINET Centre for Media and Democracy, Copenhagen University.

Onternet Censorship, Surveillance and Resistance for Civil Society Networks,
April 2nd, 2003, Copenhagen, Denmark, MODINET Centre for Media and
Democracy, Copenhagen University.

letworks, Firewalls, and Code: Internet Security and Global Civil Society, OApril
3rd, 2003, Copenhagen Denmark, Copenhagen Business School, Copenhagen
University.

Chair: Cyberterrorism panel, and Paper presented: Black Code: Censorship,
Surveillance, and Militarization of Cyberspace, Portland, Ore: (International
Studies Association Annual Conference, February 2003).

O he Politics of Internet Security and DesignQpresented to the 4th Annual
Technology and Intellectual Property Group Conference, InterNation:
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Governance and Governments in Cyberspace.Faculty of Law, University of
Toronto. (Friday January 24th 2003)

Ghe Open Net InitiativeOQpresented to the Internet Security and Civil Society
Networks: An Overview of Research and Issues Workshop, International
Development Research Centre, Ottawa, Canada, (November 20, 2002)

O he Politics of Internet SecurityOpresented to the Canadian Association of
Security and
Intelligence Services Conference, Ottawa, September 25-27, 2002.

Onternet Security and Civic NetworksQpresented at Networked Conflict,
Networked Peace: Building Bottom-Up Perspectives of the Global Information
Revolution Workshop, International Development Research Centre, Ottawa,
Canada (August 9, 2002)

QJploading the RMA: War, Peace and Security in the Hypermedia Environment,O
Presented at the Technologies of Terror/Anti-Terror conference, Brown
University, Watson Institute for International Studies, June 2002.

O he Politics of Internet Design,OMultilateral Governance and Democracy:
Framing the Debate, Queen!s University, May 2002.

QJploading the RMA: War Peace and Security in the Hypermedia Environment.O
International Studies Association annual conference, New Orleans, March 2002.
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